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0 Introduction
@ Searching methods
@ Distinguisher of Demirci-Selguk MITM
@ Key recovery attack of MITM
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Seatching methods
Automatic Cryptanalysis

@ Dedicated search

e MILP,CP,SAT,SMT
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Seatching methods
Searching methods for MITM

@ Demirci-Selguk MITM, FSE 2008.
@ Derbez and Fouque: Dedicated search algorithm

@ LiLin, Wenling Wu: General model based on MILP
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Distinguisher of Demirci-Selguk MITM
MITM Distinguisher

§(A)-set: {PO, P!, ..., PN-1}

A

{co.ct,...,chN-1

Ag(A, B): {C°[B]® C'[B], C°[B] ® C*[B], ..., C°[B] @ C"'[B]}
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Introduction Distinguisher of Demirci-Selguk MITM
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@ Random Cipher: Ng
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Introduction Distinguisher of Demirci-Selguk MITM

@ Random Cipher: Ng

A
@ Block Cipher : Ng (save into a hash table) -

E —

. NR —_——

Condition Ng < Np @ —

£594
Distinguisher:(A, B, Ng)
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Key recovery attack of HITH
Structure of the attack

@ a cipher is divided in three keyed permutations:Ey, E1, E»
@ Construct distinguisher (A, B, Ng) at E;

stateg ail

stategr0 - - - T_ -

statea(rg+ry) BB} - - Jf— --

States (rg 41y +ro) S
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Outline

© Modelling the MITM attack
@ Modelling the distinguisher
@ Modelling the Key-Recovery Process
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Modelling the distinguisher
Variables

stateg ok bl
M Eg
statez,; o X7V M---a‘<___
X,Y, Z Eq
statea(rg4ry) AT XY, ZL W ———s‘(———
w By
states(rgtry+rg) - - i’- - -

@ Var(X) describe the forward differential
@ Var(Y) describe the backward determination
@ Var(Z) models the relation between Var (X) and Var(Y)
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Modelling the MITM attack Modelling the distinguisher

Forward differential
Variables Var (X)

X:[j] = 0iff P°[l® P[] =0,¥ie1,....N-1.

stateg
Xo X1
A stateq Round 0
%
statep
X2 X3
states Round 1
X2 = X state,
2X3 = Xo+ X4
states Round 2
X3 < X+ Xq

stateg
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Modelling the MITM attack Modelling the distinguisher

Backward determination

Variables Var (Y)

Yo 14
Jan
NP
Y2 Y3

Yat+ys < 2)
Yo+ y3 Yo
14
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I
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Modelling the MITM attack Modelling the distinguisher

Backward determination
Variables Var (Y)

Yo | "
— Round 0
Y2 Y3
Round 1
Ya+ys < 2y
Yat+ys =2 Yo Round 2
yi. = s
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Modelling the distinguisher
Constraints for Var(Z)

Variables Var (Z) describe the relation between Var (X) and Var(Y):

Zr[i] =1 iff Xr[j] = YrU] =1

stateg

stateq

states —mm

objective function: Minimize Zf’:t:j Zoy
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Modelling the MITM attack Modelling the distinguisher

Round 1 Round 2
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Modelling the MITHM attack Modelling the distinguisher

Table 2: An enumeration of all DS-MITM distinguishers for 10.5-round SKINNY-

128-384 with 40 < Deg(A, B) < 48.

No.|| A | B |Deg(A, B)||No.[[ A| B [Deg(A B)||No.[| A| B |Deg(A, B)
1 ||[15]{[4] 40 21 [[13]|[6, 4] 45 41 [[[13]] [5] 46
2 J[12]{[5] 40 22 [[14){[7, 5 45 42 ([[12]] (4] 46
3 ||[13]|[6 40 23 ([[13]|[6, 4] 45 43 [[[14]] (6] 46
4 ||[14]][7] 40 24 ([[15]|[4, 6] 45 44 [[[15]] [7] 46
5 ||[15]][5] 42 25 [[[13 45 5l [[[13][[4, 6 47
6 [|[12]([6] 42 26 [[[15; 45 52 [[(12]|[7, 5 47
7 ||[13]{[7] 42 27 |[[14 45 53 [[[14]|[5, 7 47
8 ||[14]][4] 42 28 [[[13 45 54 [[[15]([6, 4 47
9 ||[13]{[5 43 29 ||[14] 45 49 ([(13]] (6] 47
10 ||[14]{[6] 43 30 [[[14 45 50 [[[13]] [6] 47
11 ||[12]{[4] 43 31 [[12 45 51 ([[14]] [7] 47
12 ||[15]][7] 43 32 ||[15] 45 52 ||[12]] [5] 47
13 ||[12]{[7] 44 33 [[[13]] [7] 45 53 [[[12]] [5] 47
14 ||[13]{[4] 44 34 ([[12]] [6] 45 54 ([[14]] [7] 47
15 ||[12]{[7] 44 35 [[[15]] [7] 45 55 ||[15]] [4] 47
16 || [13]{[4] 44 36 ([[12]] [7] 45 56 [[[15]] (4] 47
17 || [13]{[4] 44 37 ([[14]|[4, 6] 46 a7 [[[15]][7, 5 48
18 || [14]{[5) 44 38 ||[13]][7, 5 46 58 [[[14]([6, 4 48
19 || [14]{[5) 44 39 ([[15]|[5, 7 46 59 ([(12]{[4, 6 48
20 ||[13]{[4] 44 40 ([[12]{[6, 4] 46 60 [[[13]{[5, 7 48
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Modelling the Key-Recovery Process
New 0-1 variables Var (M) and Var (W)

Var (M) : Backward differential

MCc' =

- O O O
O = 4

o =+ O
—_ A a0

Var (W) : Forward determination

Round 0 Round 1
SBAC MC SBAC MC
AKSR AKSR
Round 2 Round3
SBAC MC % %
AKSR —
1 MC
L———— ... Distinguisher - - -
]
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AKSR AKSR
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Modelling the MITM attack Modelling the Key-Recovery Process

Key bridging technique
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Modelling the Key-Recovery Process
Key bridging technique

s[safoofor
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Outline

e MITM and Impossible differential application in design
@ Results of Lblock
@ Results of TWINE
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MITM and Impossible differential application in design Results of Lblock

@ LBlock
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MITM and Impossible differential application in design Results of Lblock

@ LBlock

N

EEEE SEEEEEEE
|
i

[TTTTTTT] [(TTTITTT]

@ 8! = 40320 variants ciphers against MITM and ID
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Results of Lblock
Results of LBlock

All exist 14-round ID distinguisher

32 permutations are good:
@ no 15-round ID distinguisher
@ strong against the MITM Distinguisher
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MITM and Impossible differential application in design Results of TWINE

TWINE Cipher:

Enumeration: 22 - 8!
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TWINE Cipher:

Enumeration: 22 - 8!
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Results of TWINE
Results of TWINE

@ 144 permutations: no 15-round ID Distinguisher.
@ 84 permutations are good in the view of MITM.

@ 12 permutations are best: no 11-round MITM distinguisher
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Outline

e Conclusion
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Conclusion

Conclusion @ modelling the MITM attack
@ |ID and MITM for variants cipher of LBlock and TWINE

Future Work @ Differential enumaraion
@ Key Bridging
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Conclusion

Thanks for your attention.
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